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1. INTRODUCTION 
 
 

1.1 NHS Lanarkshire recognises the importance of ensuring that all person 
identifiable/commercially sensitive data is treated in a manner which maximises 
safety and security and minimises the opportunity for confidentiality to be 
compromised.  

 
 

2. AIM, PURPOSE AND OUTCOMES 
 
 

2.1 This document sets out the policy to be adhered to in relation to the terms of all 
person identifiable / commercially sensitive data.  This includes: 

 

 Mail 

 Health Records 

 Laboratory specimens 

 Information held on CD or any other portable media 
 

2.2  NHSL must comply with Data Protection Act 2018 & UK GDPR , the Freedom 
of Information (Scotland) Act 2002 and the General Data Protection Regulation 
which specifies measures which must be taken by users of information to ensure that 
it is acquired, held, used and transferred/disposed of in accordance with best 
practice.  

 
2.3 The implementation of the policy will: 

 

 Follow the principles of the Data Protection Act 2018 and NHS Scotland 
Information Governance Standards. 

 Adhere to the principles of the Freedom of Information (Scotland) Act 2002. 

 Adhere to the principles of the UK General Data Protection Regulation 2018  

 Be subject to appropriate levels of quality assurance and monitoring. 
 
 
3. SCOPE 
 
 

3.1 Who is the policy intended to benefit or affect? 
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This Policy applies to all staff and relates to both electronic and paper records and is 
supported by a range of Information Governance Policies including: 
 
Transportation of Records Policy 

 
3.2 Who are the stakeholders? 
 
All staff 
 
NHS Lanarkshire takes care to ensure your personal information is only accessible 
to authorised people.  Our staff has a legal and contractual duty to keep personal 
health information secure, and confidential.  In order to find out more about current 
data protection legislation and how we process your information, please visit the Data 
Protection Notice on our website at www.nhslanarkshire.scot.nhs.uk or ask a member 
of staff for a copy of our Data Protection Notice.” 

 
 
4. PRINCIPLE CONTENT 
 
 

4.1  Principles 
 

It is the responsibility of operational managers to ensure that the chosen delivery 
method is appropriate to the classification of the documents and that it is security 
marked in accordance with the appropriate Records Management Policy. The 
Information Asset owner can provide advice in this regard. 
 
For the purpose of this policy there are two defined work areas identified: 

 
(i) Public Accessible Areas (non-secure) 
(ii) Non-Public Accessible Areas (secure) 

 
All printed material which is being used or transported requires to be managed in 
accordance with a defined policy to ensure that confidentiality remains intact at all 
times.  This document sets out: 
 
1. A protocol for use by all staff when issuing printed matter covering transfer of 

internal mail, external mail, Health Records, etc. 
 

2. Optimal arrangements for the uplift, distribution and delivery of person identifiable 
media 

 
 

     4.2  General Mail  
 

Mail will include many items of Person Identifiable Information which can safely be    
sent by the routine mail processes internally and externally. This will normally  
include items such as appointments, results, discharge letters, etc. which do not  
require to be double wrapped.  Specific reference to Health Records is dealt with in  

http://www.nhslanarkshire.scot.nhs.uk/
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sections 3, 4, 5 and 6. Where there is any doubt regarding the appropriateness of  
the arrangements being deployed there is a requirement to undertake a risk  
assessment before proceeding. 

 

 Mail must never be left unattended in a non-secure area.  
 

 Mail will be collected from agreed designated collection points within each   
                hospital or health premises by NHS Lanarkshire portering staff (or  
                contracted out Facilities Management (FM) staff where appropriate).   

 

 Mail will be transported between designated collection points by NHS  
Lanarkshire portering staff (or contracted out FM staff where appropriate) in  
accordance with the agreed local delivery schedule in a secure lockable 
container.  

  

 Mail for collection by internal portering staff may be left in an open basket if it  
                is in a secure area i.e. not accessible by public. A risk assessment and a  
                defined operational procedure will require to be undertaken for each  
                designated collection point.   

 

 In all circumstances where mail is left for collection in a non-secure or public  
                accessible area, it must be in a secure locked box or cage that can only be  
                accessed by designated staff.   

 

 

     4.3  Internal Transfer of Health Records out with NHSL  
 

Where Health Records are being transferred on an adhoc basis by the internal 
portering service, this will require the submission of a portering request to PSSD via 
Firstport.  
 
Health records must be transferred in secure manner, appropriate to volume of health 
records, (to be determined locally), which will be transported by NHS Lanarkshire 
administrative staff or by the general portering system. 
 

 Health records will be collected from the designated storage location (securely  
                tied) and transported to the relevant location.   

 

 Records must not be left unattended in a non-secure area.  Care should be 
taken to ensure records are not left in wheelchairs/trolleys. 
 

 Health records sent through the internal mail system must always be put in a  
                sealed container/bag/envelope marked “MEDICAL IN CONFIDENCE”. 

 

 When transporting bundles of health records these must be securely tied in a     
                manner which prevents patient details being visible. 

 

 The delivery address must be clearly visible and legible. Preferably type 
address to avoid potential handwriting mistakes. 
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4.4  External Transfer of Health Records outwith NHSL 
 

Royal Mail or equivalent 
 

 The Health Record must be double wrapped and marked ‘Medical in   
                 Confidence’ on the inner envelope only. 

 

 The Health Record must be sent using a method that records the receipt of               
                 the item e.g. Recorded Delivery. Recorded Delivery only ensures that the   
                 item has been received and a signature of receipt is obtained. 

 

 In certain circumstances consideration should be given for the use of Royal  
                 Mail “Special Delivery”. This service provides tracking of the package during      
                 transit from uplift to delivery. This service should be used where the 
                 information being sent would be considered as being extremely sensitive by             
                 the practitioner. This may arise in any situation, but may include child or by 
                 adult protection or mental health information. This decision should be made  
                 the practitioner based on clinical judgement. 

 

 All records should have a “return to” address if undelivered. Preferably type 
address to avoid potential handwriting mistakes. 
 

  
4.5  Process for ensuring safe receipt of Health Records not being sent for      
       the purposes of appointments or admission  

 

        Large volume of records are routinely transferred as part of the day to day  
         function of health Records i.e. for clinics, elective admissions and emergency   
         attendances. Where records are being transferred for other purposes the   
         following process should be applied. 

 

 An audit trail should be in place which ensures all records are tracked during  
          the transportation process; the system can be paper or electronic. 

 

 When records are being sent for purposes other than patients attendance at  
           clinics or admission the following processes should be followed: 

 

 The person requesting the record will be asked to confirm that they have    
           received the record. The sender must include appropriate contact details to   
           allow contact. 
 

 Where NHSL staff have instigated the sending of a record either internal or  
           external to NHSL, the sender should ensure that the record has been  
           received.  
 

 At no time should a record be sent without knowledge of the intended      
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recipient.   
 
 

4.6  Removal of Health Records from Base Location  
 

In order to allow clinicians to undertake their duty of care Health Records can be 
taken outside the base location subject to a risk assessment and approval by the 
appropriate manager ensuring adherence to Data Protection, Caldicott and NHS 
Lanarkshire policies and procedures.  

 

Clinicians may use their own vehicles (leased or otherwise) for this purpose 
providing: 

 

 The records are not visible and are carried at all times in the boot of vehicle. 
 

 When health records are left unattended, e.g. domiciliary visit, this must be  
for the minimum time possible and for not longer than one hour unless              

exceptional circumstances apply. 

 All vehicles used for this purpose should be alarmed and alarm engaged. 
 

 Health records must not be left in vehicles overnight.  
 

 An assessment is undertaken to determine, based on the sensitivity of documents 
being carried by staff, whether additional security should be provided. An example 
of this is lockable bags. Records should be always kept in a bag. This reduces 
potential for dropping paperwork outside or being blown away in the wind. 

 

4.7  Use of Health Records at Home 
 

 Risk assessment should be done by manager on whether records should be used 
at staff member’s home. 

 

 Records being stored in the most secure location of the home and stored securely 
out of sight of other residents when not in use. 

 

 Only being kept at home for necessary amount of time and returned to base site 
as soon as is possible. 

 

 If using work laptop that has access to health/staff records, ensure this is also 
kept secure and locked when not in use. 

 
 

4.8  Mail or Specimens which require to be collected by a Third Party 
 

This applies to all items which cannot be transported within the regular mail and 
delivery service.   
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All mail or specimens which require to be collected by a third party e.g. courier; taxi 
driver or other NHS staff must be stored at a secure area which is accessible but 
remain safe.  All items will be transferred in a secure wallet which is visibly securely 
sealed.  A record will require to be kept of all items for collection which will include: 

 

 Description of item; 
 

 Contact details of sender; 
 

 Date; 
 

 Time; 
 

 Details of party who will collect them; 
 

 Time of collection; 
 

 Signature and ID of person collecting. 
 

Items will only be released when the person collecting identifies that they are 
authorised to do so.  This authorisation process should be recorded formally.  
 
All NHS Lanarkshire premises will require to clearly define a collection/delivery point 
which will be staffed between the hours of 9.00am and 5.00pm Monday to Friday.  
Out with these times defined local arrangements will be required.  
 
Additional information regarding the packaging of specimens can be found in NHS 
Lanarkshire Guidelines and Procedures for the safe packaging, labelling and 
transport of specimens.    

 
 
5. ROLES AND RESPONSIBILITIES 
 
 

5.1 The transfer of person identifiable / commercially sensitive data and the 
confidentiality of associated information is the responsibility of all staff. Accountability 
for transfer of person identifiable / commercially sensitive data  implementation, 
compliance and monitoring is as follows: 
 
5.1.1  Chief Executive 
 
Will ensure that there is an effective policy relating to the transfer of person 
identifiable / commercially sensitive data. 

 
5.1.2  Head of Health Records 
 
Reporting to the Director of Public Health and Health Policy, the Head of Health 
Records and the Board Secretary, as the designated Senior Managers for 
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Administrative Records Management, will be responsible for co-ordinating the 
implementation of this policy throughout NHS Lanarkshire. 
 
5.1.3  Operational Directors (Acute and CHP)  
 
Will oversee the effective implementation of the Policy within their area of 
responsibility. 
 
5.1.4 Hospital Site Directors/General Managers /Clinical Leads/Service 
Managers/Senior Nurses 
 

 Are responsible for implementing the policy. 

 Will ensure that staff in their areas of responsibility are aware of, and  

 understand this policy. 

 Will ensure that all staff implement best practice in accordance with this  

 policy. 

 Will implement and maintain relevant procedure manuals. 
 Will ensure that systems are in place to report, record on Datix and  
 investigate failure to comply with this policy and those supporting procedures 

 Will identify training needs and ensure staff are appropriately trained in the 
transfer of patient identifiable / commercially sensitive data. 

 
 

5.1.5 Administrative Support Staff 
 
Will adhere to this policy and supporting procedures and record on Datix any 
information assurance breaches. 
 

 
6. RESOURCE IMPLICATIONS 
 
 

6.1 Any additional resource will be identified locally and will be funded locally.  
There is no additional staff resource required to implement this Policy. 

 
6.2 There is a comprehensive training programme for information governance in 

NHSL, and the transfer of patient identifiable / commercially sensitive data will 
become integral to this programme and local induction/orientation.   

 
6.3 Staff will receive further training as deemed appropriate by their departmental 

manager and this will be recorded in their eKSF. 

 
7. COMMUNICATION PLAN 
 
 

7.1 This policy will be managed through the Corporate Policies intranet site and 
will be communicated on through the Staff Briefing. 
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8. QUALITY IMPROVEMENT – Monitoring and Review 
 
 

8.1 The Policy will be subject to review every 2 years or earlier if in response to 
any legislative change.  A regular audit will be undertaken by the internal 
auditors on compliance with this Policy.  The Chief Executive will be 
responsible for the audit arrangements through the Boards Information 
Governance Committee.  Areas to be targeted will be in accordance with the 
Boards and auditors assessment of level of potential risk.  The NHS 
Lanarkshire Risk Management Steering Group will review audit reports and 
action plans. 

 
 
9. EQUALITY IMPACT ASSESSMENT 
 
 
 9.1      This policy meets NHS Lanarkshire’s EQIA 

  (tick box) 
 
10.   Summary or Frequently Asked Questions (FAQs) 
 
 

10.1 NHS Lanarkshire has a responsibility to comply with all relevant legislation that 
will ensure effective management of the transfer of person identifiable / 
commercially sensitive data, and where this is breached, will be able to report, 
record, investigate incidents and make improvement as necessary. 

 
10.2 Every staff member has a responsibility to treat patient, staff, commercial and 

contractual information, both paper and electronic, as confidential, which 
means following the NHSL policies and applying good practice when 
accessing and managing information. 

 
 
11. REFERENCES 
 
 

Data Protection Act 2018 
UK General Data Protection Regulation (GDPR)  
NHS Scotland Information Governance Standards 
HDL (2006) 28 THE MANAGEMENT, RETENTION AND DISPOSAL OF 
ADMINISTRATIVE RECORDS 
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-email-
acceptable-usage/ 
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-cloud-
computing/ 
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-
transfer-of-data-including-international-transfers/ 
 

  

file:///C:/Users/johnstong/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/MTBIG7HK/Monitor%20and%20Review%20V2.doc
file:///C:/Users/johnstong/AppData/Local/Microsoft/Windows/Temporary%20Internet%20Files/Content.Outlook/MTBIG7HK/EDIA%20Tool%20Kit%20V2.doc
http://www.legislation.gov.uk/ukpga/2018/12/pdfs/ukpga_20180012_en.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/969513/20201102_-_DPA_-__MASTER__Keeling_Schedule__with_changes_highlighted__V4.pdf
https://www.sehd.scot.nhs.uk/mels/HDL2006_28.pdf
https://www.sehd.scot.nhs.uk/mels/HDL2006_28.pdf
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-email-acceptable-usage/
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-email-acceptable-usage/
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-cloud-computing/
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-cloud-computing/
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-transfer-of-data-including-international-transfers/
https://www.nhslanarkshire.scot.nhs.uk/download/information-security-policy-transfer-of-data-including-international-transfers/

