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1. Introduction 
 

This policy relates to cloud computing and forms part of the overall Information 
Security policy for NHS Lanarkshire. 
 
The use of cloud services in NHS Lanarkshire can provide significant benefits and 
support the organisation to be more agile in the way it works. However, there are a 
number of challenges and risks that must be considered and managed. This is 
particularly relevant when using cloud services to store and process sensitive or 
confidential information. Most cloud services are not acceptable information transfer 
mechanisms for Person Identifiable Information (PII) or any other sensitive data, 
under current data protection legislation. 
 
The recommendation is that the use of cloud services should be encouraged 
alongside traditional software and infrastructure deployment models providing that 
the following key principles can be met:  
 
• Value for money and financial fit 
• Legal/mandatory requirements can be satisfied, including 

o The General Data Protection Regulation (GDPR) legislation 
o Data Protection Act 2018 
o The Directive on Security of Network and Information Systems (NIS 

Directive) 
• Use of appropriate contractual and technical controls  
• Public perception / concerns can be managed 
• Supplier tie-in can be managed (exit conditions) 
• Appropriate backup, recovery and resilience 
 
It is recommended that the assessment of whether the use of Cloud services is 
appropriate be undertaken as part of the business case process, prior to any 
procurement commencing. 
 
This policy details the supplementary security requirements for formal approval 
using the Data Protection Impact Assessment (DPIA) approval process. This is to 
ensure a consistent adoption across NHS Lanarkshire and meet the legal 
requirements as part of the current data protection legislation.  
 
This guidance document provides the context for the use of cloud services by NHS 
Lanarkshire and outlines the framework which must be followed to ensure that the 
associated risks have been properly assessed and recorded as part of the business 
case and DPIA.  
 
This guidance also sets out the approval process which should be followed by all 
NHS Lanarkshire staff who wish to use cloud services.  

 
 
2. Aim, Purpose and Outcomes 
 

To ensure that INFORMATION SECURITY is maintained 
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• Ensure that confidentiality and integrity of personal and sensitive information 
is maintained 

• Ensure that information is available to authorised users 
• Ensure that information is not disclosed to unauthorised people 
• To prevent destruction of information 

 

This document forms the NHS Lanarkshire Cloud Computing Policy, in support of the 
NHS Lanarkshire Information Security Policy. This document is part of the Information 
Security Management System (ISMS) for NHS Lanarkshire and describes the 
measures the organisation takes to risk access and manage the use of cloud 
computing.  

Compliance with it will help protect NHS Lanarkshire from disruption and business 
impact and to protect the data hosted on the cloud platform. 

This policy forms part of the Information Security Management System (ISMS) and 
should be read in conjunction with all the IS policies.  
 
This policy has been written in line with the best practice for information security 
standards ISO 27001 and ISO 27002 and the policy will be reviewed to meet future 
changes to this standard. 
 
This policy has been written to comply with current legislation and the policy will be 
updated appropriately to suit new and/or modified legislation. The references 
appendix will be updated to reflect this legislation. 
 
 

3. Scope 
 
3.1 Who is the Policy intended to Affect? 
 

This policy is intended for all NHS Lanarkshire staff to maintain information security. 
In the interests of clarity all references to ‘staff’ includes all staff within NHS 
Lanarkshire and all staff who are employed, engaged or partners within each GP 
practice (contracted to NHS Lanarkshire). 
 

 
3.2 Who are the Stakeholders 
 
 All staff 
 

NHS Lanarkshire take care to ensure your personal information is only accessible to 
authorised people. Our staff have a legal and contractual duty to keep personal 
health information secure, and confidential. In order to find out more about current 
data protection legislation and how we process your information, please visit the 
Data Protection Notice on our website at www.nhslanarkshire.scot.nhs.uk or ask a 
member of staff for a copy of our Data Protection Notice. 

 
 

http://www.nhslanarkshire.scot.nhs.uk/
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3.3 Scope of Guidance 
 

 There are several cloud services deployment methods currently in existence; these 
are defined later in this document. It should be noted however, that this is a rapidly 
emerging technology and subject to frequent changes, as such new offerings are 
regularly brought to the market.  
 
The scope of this policy therefore applies to all hosting models (as defined in Cloud 
Computing – Appendix 2). 
 
For each hosting proposal, an assessment should be conducted to determine 
if the criteria are fulfilled. The output of this assessment should be 
documented and retained for future reference in conjunction with the Data 
Protection Impact Assessment (DPIA). 
 
The guidance is intended to be followed for all projects considering a move of data 
to a cloud service.  
 
In the case of existing services already making use of Cloud, it is recommended 
that the risk assessment be undertaken so that the risk level is known and that the 
appropriate controls are applied.  
 
For services already under contract with a third party provider, it is possible that 
action required as a result of this assessment can only be considered at contract 
renewal. 
 

 
4. Principal Content 

4.1. How to Make Use of Cloud Services in NHS Lanarkshire 
It has been agreed that NHS Lanarkshire will make use of the guidance produced by NHS 
Digital (in conjunction with the Department for Health), within the context of the Data 
Protection Impact Assessment (DPIA) approval process. This will ensure that a holistic 
view of the risk is taken and that a consistent view across NHS Lanarkshire is maintained. 
 
When considering whether to make use of cloud services within NHS Lanarkshire, staff must 
follow the four steps given below, which are based on the NHS Digital: NHS and social care 
data: off-shoring and the use of public cloud services.  
 
NHS Digital have refined the 14 Cloud Security Principles developed by the National 
Cyber Security Centre (NCSC) which describes the goals and technical implementation, 
using a clearly defined risk profile class based on the sensitivity of the data to be hosted, 
scale/volume, and persistence of the data. 
 
A summary of the main documents that form the NHS Digital advice on cloud security are 
contained within ‘Appendix 3 - NHS Digital Guidance on the Use of Cloud Services’. 
 
These four steps are in addition to completion of a DPIA and will provide detail on 
organisational and technical control questions within the DPIA (Q11 and Q12). This is 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/
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mandatory requirement for completion of a DPIA for a cloud based service. The output 
documents from this process such as the risk assessment and evidence of supplier 
controls must be inserted into the DPIA. 
 
An overview of the process is as follows:-

Step 1
Understand the data you 
are handling, scale and 
scope of the data being 

processed / stored by the 
system and the criticality 

of the system 

Step 2
Assess the risks 

associated with the data 
and identify governance 

requirements

Step 3
Implement proportionate 

controls

Step 4
Monitor 

Service
Security Risks

Controls
Costs

Output:
Completed NHS Digital 

Risk profile spread 
sheet 

Select a cloud services 
provider that meets the 

required security standards

Apply the security controls

Output:
DPIA including 

Completed NHS Digital 
Risk profile spread 

sheet and completed 
GPG spread sheet

Carefully assess the data 
fields/attributes and decide 

which Data Type(s) this 
relates to.

Review the required controls 
given in the NHS Digital 
Health and Social Care 
Cloud Security Good 

Practice Guide (Cloud GPG) 
based on the risk profile 

produced in Step1

Obtain DPIA sign off 

How to Make Use of Cloud Services in NHS Lanarkshire

Use the NHS Digital Risk 
model tool to assess the risk 

profile

Supply the cloud provider the 
Cloud GPG spread sheet 
and risk profile class to 

complete

List all the data fields/
attributes and quantify how 

much data is under 
consideration

Consider how long the data 
will be held in the system

Understand the Service 
Classification

Complete DPIA

Review completed Cloud 
GPG spread sheet and 

complete items marked for 
“Service User”
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The complete process is described as follows: 
 
Step 1 – Understand the data you are handling:   
Understand the scale and scope of the data being processed / stored by the system and 
the criticality of the system. This should be carried out as part of the business case 
process, prior to any procurement commencing: 
 

• List all the data fields/attributes that will be stored or processed by the system. 
 
• Quantify how much data is under consideration. 

 
• Consider how long the data will be held in the system. 

 
• Understand the Service Classification (refer to appendix B in NHS Digital Health 

and Social Care Cloud Security- Good Practice Guide) of the system (Bronze | 
Silver | Gold | Platinum). This relates to the availability SLAs and will be used to 
determine the cloud security approach for availability and integrity. The service 
classification is normally agreed between the owning Programme and Service 
management. 

 
• Carefully assess the data fields/attributes and decide which Data Type(s) this 

relates to, see Health and Social Care Cloud Risk Framework. This framework 
document lists the different Data Types, scale and persistency along with 
descriptions and examples. 

 
• Use the NHS Digital Health and Social Care Data Risk model to profile the risk. 

When using the risk profile model it is important the definition of a record is 
carefully considered in order to determine the correct ‘scale’. Reference to the 
guidance notes should be made to ensure this is understood and answered 
correctly. It must also be remembered that the scale of data will grow over the 
lifetime of the project - an estimate of the anticipated growth is required and 
suitable review points should be identified and scheduled. 

 
• The NHS Digital Health and Social Care Data Risk model calculates a score based 

on the type of data, the amount of data and for how long the data is held. This 
score is then translated into a Risk Profile Classification and will be used in the 
next steps of the process. 

 
• The risk profile classification is used to help you understand: 

 
• The risk profile and the associated governance that we would expect you to 

undertake. 
• The controls that are needed to be put in place to mitigate the risk. 

 
• The output of the risk profile model spread sheet should be retained along with the 

project documentation set. This will be required as part of any future consistency 
checking that might be required and should also be used during the contract 
management phase of the agreement. 

 
• Retain the list of data types/attributes. 

https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-risk-framework
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/#health-and-social-care-data-risk-model
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/#health-and-social-care-data-risk-model
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• Record the rationale for selecting the data type(s). 
• Retain the completed risk model. 

 
• The completed risk profile model spread sheet should be an embedded within the 

DPIA at the end of Q12. 
 
However, proportionate controls are available to help mitigate these risks, regardless of 
whether the risk is classified as Class I or Class V. These are detailed in appendix A of 
NHS Digital Health and Social Care Cloud Security- Good Practice Guide. 
 
 
Step 2 – Assess the risks associated with the data:   
Assess the risk and identify governance requirements when utilising cloud services: 

 
• Each request to use cloud services must undergo scrutiny to ensure that it aligns 

with the Scottish Public Sector Cloud Computing Guidance 2015 
 
• The risk profile level from Step 1 will help determine the level of project governance 

required. Different programmes will have different appetites towards risk and this 
appetite may vary over time. 
 

• Class I defines the lowest level of risk. 
• Class V defines the highest level of risk. 

 
Using the Risk Profile Classification, refer to the table below to understand the 
governance expectation. 

Risk Profile 
Classification 
Level 

Expectation 

Class I All organisations are expected to be comfortable operating services 
at this level.  

Class II Whilst there may be some concerns over public perception and 
lock-in, most organisations are expected to be comfortable 
operating services at this level.  

Class III At this level, risks associated with impact of breach become more 
significant, and the use of services at this level therefore requires 
specific risk management across all risk classes. 

Class IV At this level, it may become more difficult to justify that the benefits 
of the using public cloud outweigh the risks. However, a case may 
still be made, requiring wider approval by NHS Lanarkshire 
Information Governance Committee. Specialist advice and guidance 
should be sought. 

Class V Operating services at this level would require board-level 
organisational commitment, following specialist advice and 
guidance.  

 
• The risk profile level will clarify where data can reside.  While there are no 

restrictions on where in the UK data may reside there will be restriction on data 
being stored outside the EEA or countries deemed by the European Commission to 
have adequate protections for the rights of data subjects. 
 

https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
https://www.gov.scot/Resource/0047/00474617.pdf
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• Supply the cloud provider with a copy of the NHS Digital Health and Social Care 
Cloud Security Good Practice Guide spread sheet (based on NHS Digital Health 
and Social Care Cloud Security- Good Practice Guide, see Appendix 3), along with 
the identified risk profile produced in Step 1. The supplier needs use this spread 
sheet to provide details of the technical controls to meet these requirements. 

 
• Some items on the NHS Digital Health and Social Care Cloud Security Good 

Practice Guide spread sheet need completed by the ‘Service User’, this would 
normally be a member of the Digital Department such as the application manager 
assigned to the project. 

 
• Complete the Data Protection Impact Assessment (DPIA) with particular attention 

to the organisational and technical control questions (Q11 and Q12). The 
completed NHS Digital Health and Social Care Cloud Security Good Practice 
Guide spread sheet should be an embedded within the DPIA at the end of Q12. 

 
• For requests where the risk profile has been classified as IV or V, it is 

recommended additional consultation will be required as follows: 
• Information Governance Manager (IGM) / Data Protection Officer (DPO) 

should raise with peers at national Information Governance Forum and 
with the IG leads for NHSS and Scottish Government Digital Health and 
Care Directorate 

• Should residual risks exist the IGM/DPO may consider whether these 
residual risks need prior consultation with the ICO. 

• Information Security Manager (ISM) should raise with peers at national 
Information Security Forum and with the IS leads for NHSS and Scottish 
Government Digital Health and Care Directorate 

• IGM/DPO and ISM should raise with NHS Lanarkshire Information 
Governance Committee and provide feedback from above national groups 

 
• Obtain formal sign off/approval of the DPIA by: 

• Information Governance Manager (IGM) / Data Protection Officer (DPO) 
• Information Security Manager (ISM) 
 

• Should residual risks exist the IGM/DPO may consider whether these residual risks 
need prior consultation with the ICO. 

 
• Obtain formal sign off/approval of the DPIA by: 

• Senior Information Risk Owner (SIRO)  
• Caldicott Guardian 
 

• Finally the Information Asset Owner(s) (IAO(s)) may sign off the DPIA, but only 
after the DPIA has already been approved by the SIRO and Caldicott Guardian. 

 
 
Step 3 – Implement proportionate controls:  
Once approval has been given to utilise a cloud solution: 

 
• Select a cloud services provider that meets the required security standards, and 

https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide


Information Security Policy – Cloud Computing  

Version No. 1.2 Mar 2024 Page 11 of 19 

• Apply the security controls as detailed in the completed NHS Digital Health and 
Social Care Cloud Security Good Practice Guide spread sheet produced in Step 2. 

 
Step 4 – Monitor:  
Once implemented you must continue to proactively monitor and manage the: 

 
• Service; 
• Security risks,   
• Controls; and 
• Costs. 

 
This should be conducted as part of the risk management process, including contract 
management. 
 
 
5. Roles and Responsibilities 

Authors/Contributors:  Information Security Manager (ISM) 
Information Governance Manager (IGM) / Data 
Protection Officer (DPO) 
Head of Digital Governance 

Executive Director: Director of Information and Digital Technology & Senior 
Information Risk Owner (SIRO) 

Endorsing Body: Information Governance and Cyber Assurance 
Committee 

  
6. Resource Implications 
 
 No resource implications  
 
7. Communication Plan 
 

This policy will be managed through the Corporate Policies intranet site and will be 
announced through the staff briefing. 

 
8. Quality Improvement – Monitoring and Review 
 
 To be reviewed at regular intervals by Information Security Manager. 
  
9. Equality and Diversity Impact Assessment 
 
 This policy meets NHS Lanarkshire’s EDIA 
  (tick box) 
10. Summary of Frequently Asked Questions (FAQs) 
 

N/A 
 

X 
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11. Appendix 1 - References 
The principal Acts of Parliament, Scottish Government circulars, and internal guidance 
documents relevant to this policy are:   

• Government Cloud First policy 

• Scottish Public Sector Cloud Computing Guidance 2015 

• Scotland's Digital Health and Care Strategy 

• NHS Digital - NHS and Social Care Data: Off-Shoring and the Use of Public Cloud 
Services 

• National Cyber Security Centre - Guidance - Implementing the Cloud Security Principles 

• UK General Data Protection Regulation (GDPR) 

• Network and Information Systems Regulations 2018 (NIS Regulations) 

• National Cyber Security Centre Cyber Assurance Framework 

• Scottish Government Public Sector Cyber Resilience Framework 

• CEL 25 (2012) NHS Scotland Mobile Data Protection Standard  

• Civil Contingencies Act 2004 

• Computer Misuse Act 1990 

• Copyright, Design and Patents Act 1988  

• Data Protection Act 2018 

• Freedom of Information (Scotland) Act 2002 

• MEL 2000 (17) Data Protection Act 1998 

• NHSL Risk Management Framework 

• Public Records (Scotland) Act 2011 

• Regulation of Investigatory Powers (Scotland) Act 2000 

• Scottish Government Records Management: NHS Code Of Practice (Scotland) Version 
2.1 January 2012 

• SG DL (2015) 17 Information Governance and Security Improvement Measures 2015-
2017 (NHSS Information Security Policy Framework) 

• The Telecommunications (Lawful Business Practice) (Interception of Communications) 
Regulations 2000  

https://www.gov.uk/guidance/use-cloud-first
https://www.gov.scot/publications/scotlands-digital-future-scottish-public-sector-cloud-computing-guidance/
https://www.gov.scot/Resource/0053/00534657.pdf
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/guidance
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/guidance
https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/969513/20201102_-_DPA_-__MASTER__Keeling_Schedule__with_changes_highlighted__V4.pdf
https://www.legislation.gov.uk/uksi/2018/506/pdfs/uksi_20180506_en.pdf
https://www.ncsc.gov.uk/collection/caf/cyber-assessment-framework
https://www.gov.scot/publications/cyber-resilience-framework/
http://www.sehd.scot.nhs.uk/mels/CEL2012_25.pdf
http://www.legislation.gov.uk/ukpga/2004/36/pdfs/ukpga_20040036_en.pdf
http://www.legislation.gov.uk/ukpga/1990/18/pdfs/ukpga_19900018_en.pdf
http://www.legislation.gov.uk/ukpga/1988/48/pdfs/ukpga_19880048_en.pdf
http://www.legislation.gov.uk/ukpga/2018/12/pdfs/ukpga_20180012_en.pdf
http://www.legislation.gov.uk/asp/2002/13/pdfs/asp_20020013_en.pdf
http://www.sehd.scot.nhs.uk/mels/2000_17.doc
http://firstport2/staff-support/corporate-risk-management/Documents/Risk%20Management%20Strategy,%20Annual%20Reports%20and%20Work%20Plan/Risk%20Management%20Framework/NHS%20Lanarkshire%20-%20RM%20Framework%20V1%202023.pdf
https://www.nrscotland.gov.uk/files/record-keeping/public-records-act/PublicRecordsScotlandActPublished.pdf
http://www.legislation.gov.uk/asp/2000/11/pdfs/asp_20000011_en.pdf
http://www.gov.scot/Resource/Doc/366562/0124804.pdf
http://www.gov.scot/Resource/Doc/366562/0124804.pdf
http://www.sehd.scot.nhs.uk/dl/DL(2015)17.pdf
http://www.sehd.scot.nhs.uk/dl/DL(2015)17.pdf
http://www.opsi.gov.uk/si/si2000/uksi_20002699_en.pdf
http://www.opsi.gov.uk/si/si2000/uksi_20002699_en.pdf
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12. Appendix 2 - Cloud Computing 

12.1 What is Cloud Computing 
The majority of NHS Lanarkshire’s infrastructure and systems are hosted /make use of on-
premise computing, whereby all storage and processing resources are held on servers 
located in health board computer rooms. 
 
Over the last few years there has been a shift in the IT industry to the use of ‘Cloud 
Computing’.  The National Institute of Standards and Technology (NIST) defines cloud 
computing as ‘a model for enabling convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, servers, storage, applications, 
and services) that can be rapidly provisioned and released with minimal management 
effort or service provider interaction’. The NIST definition lists five essential characteristics 
of cloud computing: on-demand self-service, broad network access, resource pooling, 
rapid elasticity or expansion, and measured service. 
 
The UK government define the primary characteristic of cloud computing as being an on-
demand, self-service model, where consumers of cloud computing should be able to 
provision computing capabilities, like server time and network storage, as needed without 
requiring human interaction with each service provider. 
 
In line with the NIST definition, there are three different service models for cloud 
computing: 
 

• Software as a Service (SaaS). With this model, the service provider delivers a 
complete software service, including the underpinning infrastructure required to 
host it. Access to the service is typically via a web browser (Internet Explorer, 
Edge, Chrome, Safari, Firefox, etc).  
 
Examples of SaaS are Microsoft Office 365, Mailchimp, Slack, Trello, Basecamp, 
Confluence, Stride, Jira Software, Smartsheet, Yammer, Zendesk & GitHub.com 
and on-line questionaires - SurveyMonkey, Webropol, SmartSurvey & SurveyApp, 
and personal storage - Microsoft OneDrive, Google Drive, Dropbox & iCloud. 
 

• Platform as a Service (PaaS). With this model, the service provider delivers a 
complete platform onto which customers can install and run their own 
application(s). This allows customers to focus on the delivery of their systems 
without consideration of the underlying platform. 
 
Examples of PaaS are AWS Elastic Beanstalk, Windows Azure, Heroku, 
Force.com, Google App Engine, Apache Stratos. 
 

• Infrastructure as a Service (IaaS). With this model, the server resources 
(processing, storage, backup, etc) are provided by a cloud computing provider to 
the customer. The customer then installs their own software onto this infrastructure 
(e.g. web server, file server, etc).  
 
Examples of IaaS are Amazon AWS, Microsoft Azure, Rackspace Open Cloud, 
Google Compute Engine, HP Enterprise Converged Infrastructure, IBM SmartCloud 
Enterprise, CloudStack, Linode, OpenStack, Cisco Cloud Infrastructure Solutions. 
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It should be noted that some cloud computing solutions can exist in more than one service 
model e.g. Microsoft Azure can be PaaS or IaaS or both. 
 
NCSC suggest a Cloud first approach by using: 
 

SaaS where you can 
…followed by PaaS 

..and then IaaS 
 

NIST also list four deployment models for cloud computing: 
 

• Public cloud – The cloud infrastructure is provisioned for open use by the general 
public. It may be owned, managed, and operated by a business, academic, or 
government organisation, or some combination of these. It exists on the premises of 
the cloud services provider. 
 

• Private cloud - The cloud infrastructure is provisioned for exclusive use by a single 
organisation comprising multiple consumers (e.g. business units). It may be owned, 
managed, and operated by the organisation, a third party, or some combination of 
these, and it may exist on or off premises.  
 

• Community cloud – The cloud infrastructure is provisioned for exclusive use by a 
specific community of consumers from organisations that have shared concerns 
(e.g., mission, security requirements, policy, and compliance considerations). It may 
be owned, managed, and operated by one or more of the organisations in the 
community, a third party, or some combination of them, and it may exist on or off 
premises. 
 

• Hybrid cloud – The cloud infrastructure is a composition of two or more distinct 
cloud infrastructures (private, community, or public) that remain unique entities, but 
are bound together by standardised or proprietary technology which enables data 
and application portability (e.g. cloud bursting for load balancing between clouds). 

 

12.2 Drivers and Benefits of Cloud Computing 
There are many features which make the use of cloud computing by NHS Lanarkshire 
attractive.  
 
These include: 
 

• Fast to provision - typically, cloud services can be signed-up to and paid for easily, 
with the service being available for immediate use (or with a very short lead-time).  
This assumes that no design and configuration work is needed; however this is not 
usually the case.  
 

• Specialist resource - less specialised IT skills are needed by the customer to 
deploy and manage a cloud delivered service as the majority of the resources 
required are supplied by the cloud provider. This can be an advantage where 
recruiting and retaining staff with specialised IT skills is difficult. 
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• Pay as you use – rather than paying a fixed amount per day/week/month, cloud 

services are typically billed for in line with what is actually consumed. This can 
result in lower costs being paid but can also be difficult to budget for and therefore 
requires appropriate financial controls (see section 12.3):  

o For Infrastructure (IaaS) this is usually based on a combination of the 
amount of processing and storage used, the time that it is ‘powered on’ and 
the amount of data uploaded or downloaded to/from the cloud provider.  

o For Software (SaaS) this is usually based on the number of users of the 
service and the level of service they require. For example, an Office 365 user 
who requires a basic email service only will pay significantly less per 
year/month than a user who requires a larger mailbox, conferencing facilities, 
file storage, etc.  
 

• Scalable / elastic resources - allowing customers to buy more features/compute 
power / storage for a period of time to deal with a short term increase in demand. 
Some examples include: 

o Where Infrastructure as a Service (IaaS) is used to provide a disaster 
recovery (DR) facility a customer can quickly switch users over to the DR 
system. The customer would only pay for the increased compute power and 
network traffic for that period of time.  

o Where Software as a Service (SaaS) is used for data analytics and a short 
term increase in storage or compute power is needed, this can quickly be 
scaled up/down. 
 

• ‘Infinite’ resources - the cloud provider ensures there is always capacity to deal 
with demand. Therefore customers do not need to concern themselves with the 
underpinning server infrastructure used to deliver the cloud services. 
 

• Incremental, continual updates with access to latest software tools - cloud 
providers deliver rapid releases with small incremental increases in functionality. As 
this is a continual process it typically requires less user training. Users do not have 
to wait for ‘upgrades’, which is usually the case where software is purchased and 
hosted on-premises. For Software as a Service (SaaS), this is probably the main 
benefit, and can be of particular benefit when accessing the latest data mining and 
analysis tools and techniques.  

 
• Accessible by default - as cloud services are typically designed to be accessible 

by default from anywhere with an internet connection, this enables organisations, 
and their workforce, to employ more flexible ways of working. This applies 
predominately to Software (SaaS) 

 
• Robust cyber security - larger cloud providers, such as Amazon, Microsoft and 

Google, employ teams of dedicated cyber attackers and defenders whose purpose 
is to ensure that their services are as robust and secure as they can be.  This often 
provides customers with security controls which are stronger than those that can be 
afforded by enterprise organisations, such as NHS Boards.  In addition, security 
patches can be managed more effectively than on premises solutions especially 
where IT resources are scarce. The latest highly publicised cyber-attacks were 
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targeting systems that had not been updated in line with manufacturer’s 
recommendations, i.e. Microsoft security patches. 

 
• Managed infrastructure - the ‘Platform as a Service’ (PaaS) model provides a 

complete and managed platform for users to deploy their applications onto. As a 
result customers benefit from a reduction in the necessary resource/effort to support 
the environment yet have an environment that always remains up to date and fully 
supported.  
 

• Technical refresh –hardware refreshes are the responsibility of the cloud provider. 
In contrast, with on premises services hardware typically needs to be replaced 
every five years by the customer within capital refresh programmes. More often 
than not this requires operating system and application updates which not only 
come with capital funding consequences, but also require resources to maintain 
safe services.  

 

12.3 Concerns and Challenges Regarding the Use of Cloud Computing 
When considering the use of cloud computing, it is important to understand the potential 
challenges in order to identify whether they are relevant, and if so, how they can be 
managed. Some of the key concerns and challenges regarding the use of cloud computing 
are identified below.  
 

• Control over information / data 
When a cloud provider is used to deliver a service, some of the control over the 
information/data held transfers to that third party provider and their staff. Many of 
the leading cloud providers design their systems and control mechanisms to 
segment systems to actively prevent access for their staff. In order to protect 
access to the data/systems, suitable contractual controls should be put in place 
between the customer and the cloud provider to ensure that the necessary level of 
control is provided. These controls need to be included within the terms and 
conditions and specifications of the Agreements and must be proactively managed 
throughout the life of the contract. 
 

• Location of data held 
When a cloud provider is used, control over where the data is held can be lost. 
Some cloud providers may store or process data offshore, and it is possible to have 
numerous jurisdictions apply to data held in cloud services. When data is 
transferred outside of the European Union, the customer needs to ensure that 
appropriate controls are in place to protect the data. Some of the larger cloud 
providers including Microsoft and Amazon have UK specific data centres which help 
meet this requirement.  
 

• Funding – capital vs revenue  
Cloud services normally require revenue funding as they are a managed service 
agreements, however IT equipment in NHS Lanarkshire is capitally funded. As 
such, a move to cloud computing will require a shift from a capital funded model to 
a revenue funded model – this should be factored in/considered at the business 
case stage.  
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• Funding – variable costs 
As cloud services are ‘pay as you use’, the costs can be unpredictable, with the 
level of unpredictability depending upon the type of service being consumed. For 
example, SaaS with per-user pricing is very predictable, whereas IaaS has more 
variability. Time and effort should be allocated up front to assess potential levels of 
usage as accurately as possible to enable more accurate costs to be included within 
the business case; however it should be made clear in the business case that actual 
costs may vary over time.  It is therefore essential that appropriate provisions 
should be made within any subsequent contractual agreements to ensure that value 
for money is secured via an appropriate discount structure and any other 
commercial benefits. Costs should then be regularly reviewed throughout the life of 
the contract.  
 

• Security  
Many cloud delivered services are designed to support a modern mobile workforce 
and as such are accessible directly over the internet, by default. As with on-
premises delivered services, cloud services are highly configurable and the detailed 
security configuration will be down to the customer. As such, careful configuration 
and testing is needed to ensure that all cloud services are designed and configured 
with appropriate security controls for NHS Lanarkshire use.  
 

• Public perception 
While appropriate legally enforceable Information Governance and Security controls 
will need to be in place when using cloud services, the public’s perception of the 
NHS using cloud services to store and process their data will need to be carefully 
considered.  

 
• Supplier tie-in  

As commercial entities, cloud providers may offer many incentives to encourage 
adoption of their products and services which may result in a degree of ‘lock-in’ with 
the cloud provider.  
 
The following must be considered and written into the contract’s terms and 
conditions prior to entering into any agreement with a provider: 
 

o Exit costs where appropriate – these should be identified, agreed and 
documented. 

o Vendor neutral components – these should be used as standard and any 
derivation from this should be appropriately assessed and documented and a 
plan for exit developed which needs to be updated throughout the term of the 
agreement. 

o Data migration - the technical feasibility of extracting data and migrating it to 
another supplier should be assessed. Consideration should be given to 
design costs, data migration, time required and costs for any supplier 
assistance/consultancy. 
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13. Appendix 3 - NHS Digital Guidance on the Use of Cloud Services 
The NHS Digital/Department for Health guidance has been designed specifically to 
consider the risks associated with the storage and processing of NHS data types 
and comprises the documents in the table below. They are available from NHS 
Digital: NHS and social care data: off-shoring and the use of public cloud services.  
 

NHS Digital 
Guidance: NHS 
and social care 
use of public 
cloud services 

This guide explains the safeguards that must be put in place to do 
so, including considerations about where the data can be located. 

guidance_on_nhs_a
nd_social_care_use_  

Health and Social 
Care Cloud 
Security -  one 
page overview 
 

This is a single sheet, aimed at data controllers, which summaries 
the approach and gives details of the steps to be followed when 
assessing the use of cloud services. 

• Understand the data you are handling 
• Assess the risks associated with the data 
• Implement proportionate controls 
• Monitor 

Health and Social 
Care Cloud Risk 
Framework 
 

This is a framework for assessing and managing the risks around 
the use of public cloud technologies. It enables a consistent 
assessment of the risks and helps organisations to understand 
where their use of public cloud facilities aligns with their own risk 
appetite. 

cloud_risk_framewo
rk_document_final.p 

Health and Social 
Care Data Risk 
model 
 

This is a tool which can be used to quantify the level of risk 
presented. It takes into consideration 3 main factors: 

o The type of data 
o The scale 
o Its level of persistency 

The output of the tool is a risk profile class ranging from I to V. 
Pre-defined acceptability criteria can then be considered in 
relation to the identified risk profile. 

health_and_social_c
are_data_risk_model 

Health and Social 
Care Cloud 
Security- Good 
Practice Guide 
 

This supplements the framework and provides detailed technical 
advice regarding the controls that are required (both by the 
customer and also the provider) dependent upon the previously 
calculated risk profile. Suppliers should be provided the NHS 
Digital Health and Social Care Cloud Security Good Practice 
Guide spread sheet, along with the identified risk profile produced 
in Step 1. The supplier needs to complete this spreadsheet with 
details of the technical controls to meet the requirements. 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/guidance
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/guidance
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/guidance
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/guidance
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/guidance
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-security-one-page-overview
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-security-one-page-overview
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-security-one-page-overview
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-security-one-page-overview
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-risk-framework
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-risk-framework
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/cloud-risk-framework
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/#health-and-social-care-data-risk-model
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/#health-and-social-care-data-risk-model
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services/#health-and-social-care-data-risk-model
https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
https://digital.nhs.uk/services/cloud-centre-of-excellence/cloud-security-good-practice-guide
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cloud_security_goo
d_practice_guide_fin 

cloud_security_goo
d_practice_guide_fin 

 
The controls are based on the advice published by the NCSC  
NCSC Guidance on Implementing the Cloud Security Principles 

 

https://www.ncsc.gov.uk/guidance/implementing-Cloud-security-principles
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