Guidance on Retention, Storage, Retrieval, and Destruction of Patient Records

Retention

The Data Protection Act says that someone holding sensitive personal data (i.e. dental records) should retain that information no longer than necessary. There is no definition of ‘necessary’; this will depend on individual circumstances. 

The Department of Health has come to practitioners’ assistance by setting out some guidance in the Code of Practice on Retention/ Disposal of Records under the NHS. By that guidance practitioners are encouraged to put a maximum period of 30 years on retention. 

Short of 30 years the NHS code suggests the following:

In Primary Care
· 11 years (adults)

· To the age of 25 years (children) 

Best advice would be to adopt the period of time set out under the NHS Code for Community care as an absolute minimum and to retain records for as long as possible. Dental Organisations advise that records that relate to complex treatment or particularly difficult patients should be kept for longer, up to 30 years.

If a dentist decides that it is no longer necessary to keep a dental record, for example, 12 years have passed since an adult last attended for treatment, the record should be destroyed by choosing a method that will ensure that confidentiality is maintained (see section below)If that patient subsequently asks to see their record it is reasonable to say that they were destroyed because it was no longer necessary to keep them. Nowhere is there any suggestion that the patient should be told before destruction. 

There are time limits for patients to make claims for compensation. Generally the time limit is three years from the date of knowledge, but the court does have the discretion to extend this period. Additionally for children time does not start to run until they are 18 years of age or the date of knowledge, whichever is the later date. This means that if a patient does not become aware of the problem for many years, for example if a patient has undiagnosed and untreated periodontal disease, the case against the practitioner may not be brought until many years after the treatment was provided.

A patient has indefinite entitlement to access his/her records if he is under a ‘disability’, as a result of an 'unsound mind'. If a patient falls into this category the usual time limits for patients to bring a claim do not apply. A dentist who is aware of a patient suffering such disability as would prevent him from conducting his life unassisted would be wise to make a note on the records and avoid destroying those in order to ensure that, if a claim were to develop or the patient’s representatives later to seek access, they are available. 

Storage

A dentist must keep records safely and securely (Data Protection Act principle 7). Keeping them securely also requires that they are kept confidential (employed staff who have been instructed on your security policy are exempt). Access to the records by others must only be given if necessary, and with necessary and appropriate safeguards. The dentist is expected to make, and be able to demonstrate, an assessment of risk in deciding on appropriate security measures.

Retrieval of patient records if a practice closes

If a practice closes permanently it is required that all patient records are securely stored. Paper records can be stored using a commercial organisation that is registered for this purpose. Electronic records must be stored in accordance with Data Protection Act principles regarding security and access. Dental practices must develop a protocol that will be followed in the event of closure, including the length of time records will be stored; the method of storage including security and access; and the arrangements for secure destruction when appropriate.
Destruction

The Information Commissioner gives detailed and useful guidance on security measures and how safely to destroy records, in particular computer records which, though deleted, often remain accessible. Provided you can show you have looked into your obligations, advised staff and attempted to take recommended steps, you are unlikely to be penalised

